Microsoft Security Webinar Key Takeaway

Top 10 ways to secure Microsoft 365 for business plans
Microsoft recommends that you complete the tasks listed in the following table that apply to your
service plan.

Before you begin, check your Microsoft 365 Secure Score in the Microsoft 365 security center.
From a centralized dashboard, you can monitor and improve the security for your Microsoft 365
identities, data, apps, devices, and infrastructure.

1: Set up multi-factor authentication
Using multi-factor authentication is one of the easiest and most effective ways to increase the security
of your organization. It's easier than it sounds - when you log in, multi-factor authentication means
you'll type a code from your phone to get access to Microsoft 365. This can prevent hackers from taking
over if they know your password. Multi-factor authentication is also called 2-step verification.
Individuals can add 2-step verification to most accounts easily, for example, to their Google or Microsoft
accounts. Here's how to add two-step verification to your personal Microsoft account.
For businesses using Microsoft 365, add a setting that requires your users to log in using multi-factor
authentication. When you make this change, users will be prompted to set up their phone for two-factor
authentication next time they log in. To see a training video for how to set up MFA and how users
complete the set up, see set up MFA and user set up.
To set up multi-factor authentication:
1. In the admin center, select Users > Active Users.
2. In the Active Users section, select Multi-Factor Authentication.
3. On the Multi-Factor Authentication page, select User if you are enabling this for one user Or
you can perform a Bulk Update.
4. Select Enable under Quick Steps.
5. In the pop-up window, choose Enable Multi-Factor Authentication.
After you set up multi-factor authentication for your organization, your users will be required to set up
two-step verification on their devices. For more information, see Set up 2-step verification for Microsoft
365.
For full details and complete recommendations, see Set up multi-factor authentication for users.

2: Train your users
The Harvard Kennedy School Cybersecurity Campaign Handbook provides excellent guidance on
establishing a strong culture of security awareness within your organization, including training users to
identify phishing attacks.
In addition to this guidance, Microsoft recommends that your users take the actions described in this
article: Protect your account and devices from hackers and malware. These actions include:
•

Using strong passwords

•

Protecting devices

•

Enabling security features on Windows 10 and Mac PCs

Microsoft also recommends that users protect their personal email accounts by taking the actions
recommended in the following articles:
•

Help protect your Outlook.com email account

•

Protect your Gmail account with 2-step verification

3: Use dedicated admin accounts
The administrative accounts you use to administer your Microsoft 365 environment include elevated
privileges. These are valuable targets for hackers and cyber criminals. Use admin accounts only for
administration. Admins should have a separate user account for regular, non-administrative use and
only use their administrative account when necessary to complete a task associated with their job
function. Additional recommendations:
•

Be sure admin accounts are also set up for multi-factor authentication.

•

Before using admin accounts, close out all unrelated browser sessions and apps, including
personal email accounts.

•

After completing admin tasks, be sure to log out of the browser session.

4: Raise the level of protection against malware in mail
Your Microsoft 365 environment includes protection against malware, but you can increase this
protection by blocking attachments with file types that are commonly used for malware. To bump up
malware protection in email, view a short training video, or complete the following steps:
1. Go to https://protection.office.com and sign in with your admin account credentials.
2. In the Security & Compliance Center, in the left navigation pane, under Threat management,
choose Policy > Anti-Malware.
3. Double-click the default policy to edit this company-wide policy.
4. Select Settings.
5. Under Common Attachment Types Filter, select On. The file types that are blocked are listed in
the window directly below this control. You can add or delete file types later, if needed.
6. Select Save.
For more information, see Anti-malware protection.
5: Protect against ransomware

Ransomware restricts access to data by encrypting files or locking computer screens. It then attempts to
extort money from victims by asking for "ransom," usually in form of cryptocurrencies like Bitcoin, in
exchange for access to data.
You can protect against ransomware by creating one or more mail flow rules to block file extensions that
are commonly used for ransomware, or to warn users who receive these attachments in email. A good
starting point is to create two rules:
•

Warn users before opening Office file attachments that include macros. Ransomware can be
hidden inside macros, so we'll warn users to not open these files from people they do not know.

•

Block file types that could contain ransomware or other malicious code. We'll start with a
common list of executables (listed in the table below). If your organization uses any of these
executable types and you expect these to be sent in email, add these to the previous rule (warn
users).

To create a mail transport rule, view a short training video, or complete the following steps:
1. Go to the Exchange admin center.
2. In the mail flow category, select rules.
3. Select +, and then Create a new rule.
4. Select **** at the bottom of the dialog box to see the full set of options.
5. Apply the settings in the following table for each rule. Leave the rest of the settings at the
default, unless you want to change these.
6. Select Save.

6: Stop auto-forwarding for email

Hackers who gain access to a user's mailbox can exfiltrate mail by configuring the mailbox to
automatically forward email. This can happen even without the user's awareness. You can prevent this
from happening by configuring a mail flow rule.
To create a mail transport rule:
1. Go to the Exchange admin center.
2. In the mail flow category, select rules.
3. Select +, and then Create a new rule.
4. Select More options at the bottom of the dialog box to see the full set of options.
5. Apply the settings in the following table. Leave the rest of the settings at the default, unless you
want to change these.
6. Select Save.

7: Use Office Message Encryption
Office Message Encryption is included with Microsoft 365. It's already set up. With Office Message
Encryption, your organization can send and receive encrypted email messages between people inside
and outside your organization. Office 365 Message Encryption works with Outlook.com, Yahoo!, Gmail,
and other email services. Email message encryption helps ensure that only intended recipients can view
message content.
Office Message Encryption provides two protection options when sending mail:
•

Do not forward

•

Encrypt

Your organization might have configured additional options that apply a label to email, such as
Confidential.
To send protected email
In Outlook for PC, select Options in the email, and then choose Permissions.

In Outlook.com, select Protect in the email. The default protection is Do not forward. To change this to
encrypt, select Change Permissions > Encrypt.

To receive encrypted email
If the recipient has Outlook 2013 or Outlook 2016 and a Microsoft email account, they'll see an alert
about the item's restricted permissions in the Reading pane. After opening the message, the recipient
can view the message just like any other.
If the recipient is using another email client or email account, such as Gmail or Yahoo, they'll see a link
that lets them either sign in to read the email message or request a one-time passcode to view the
message in a web browser. If users aren't receiving the email, have them check their Spam or Junk
folder.

For more information, see Send, view, and reply to encrypted messages in Outlook for PC.
8. Protect your email from phishing attacks
If you've configured one or more custom domains for your Microsoft 365 environment, you can
configure targeted anti-phishing protection. ATP anti-phishing protection, part of Office 365 Advanced
Threat Protection, can help protect your organization from malicious impersonation-based phishing
attacks and other phishing attacks. If you haven't configured a custom domain, you do not need to do
this.
We recommend that you get started with this protection by creating a policy to protect your most
important users and your custom domain.

9: Protect against malicious attachments and files with ATP Safe Attachments
People regularly send, receive, and share attachments, such as documents, presentations, spreadsheets,
and more. It's not always easy to tell whether an attachment is safe or malicious just by looking at an
email message. Office 365 Advanced Threat Protection includes ATP Safe Attachment protection, but
this protection is not turned on by default. We recommend that you create a new rule to begin using
this protection. This protection extends to files in SharePoint, OneDrive, and Microsoft Teams.

To create an ATP safe attachment policy, view a short training video, or complete the following steps:
1. Go to https://protection.office.com and sign in with your admin account.
2. In the Security & Compliance Center, in the left navigation pane, under Threat management,
select Policy.
3. On the Policy page, select ATP safe attachments.
4. On the Safe attachments page, apply this protection broadly by selecting the Turn on ATP for
SharePoint, OneDrive, and Microsoft Teams check box.
5. Select + to create a new policy.
6. Apply the settings in the following table.
7. After you have reviewed your settings, select Create this policy or Save, as appropriate.

10: Protect against phishing attacks with ATP Safe Links
Hackers sometimes hide malicious websites in links in email or other files. Office 365 ATP Safe Links (ATP
Safe Links), part of Office 365 Advanced Threat Protection, can help protect your organization by
providing time-of-click verification of web addresses (URLs) in email messages and Office documents.
Protection is defined through ATP Safe Links policies.
We recommend that you do the following:
•

Modify the default policy to increase protection.

•

Add a new policy targeted to all recipients in your domain.

To get to ATP Safe Links, view a short training video, or complete the following steps:
1. Go to https://protection.office.com and sign in with your admin account.

2. In the Security & Compliance Center, in the left navigation pane, under Threat management,
select Policy.
3. On the Policy page, select ATP Safe Links.
To modify the default policy:
1. On the Safe links page, under Policies that apply to the entire organization, select the Default
policy.
2. Under Settings that apply to content except email, select Microsoft 365 Apps for enterprise,
Office for iOS and Android.
3. Select Save.
To create a new policy targeted to all recipients in your domain:
1. On the Safe links page, under Policies that apply to the entire organization, select + to create a
new policy.
2. Apply the settings listed in the following table.
3. Select Save.

